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1. EXECUTIVE SUMMARY

Theonline clickthrough authorizatiorand data deliveryprocessstreamlines, simplifies and
automates the process for customemshobegin2 y | G KA NR toJaubhbrizeRaxifics S 6 & A
Gas and Electric Company (PG&E), Southern California Edison Compaman(saia)Diego

Gas & Electric Company (SDGé&dlectively, the investeowned utilities (IOUs}o release
customerspecific @ergyrelated datato athird-party demand responsgdR)provider(s) of the
Odza G 2 Y S NI This@itdrzadtidayidddata deliverprocess isin essential step in
enrollinga customerinto a third-party DRprogram. The technical requirements and the
funding to build the hardware and software components of the dlickugh process were
adoptedin Resolution #868. Additionally, Resolution4868 orderedhe IOUsto file
applicatiors by November26,2018with proposals foexpandngthe clickthrough
authorizationand data deliveryprocesgsto third-party distributed energy resource (DERs) and
energy management providers

Thiswhitepaperseeksnformal stakeholder feedback to assise IOUsin developing their

respective November 2018 applicatiossthat they are forwardlooking and anticipate, to the

extent possiblepotential5 9 w  LINE @A RS NB& Q thHatlangsuppirted bitr@ Slike Yy SS R a
through process and system architecture.

This whitepaper seeks informal commentsdune 6, 201&om interested parties in eight
proceedings(1)the Distributed Generation Rulemaking (R-112005; (2) the Distribution
Resources Plan R-08-013;(3) the Integrated Distributed Energy Resourédanning and
EvaluationR.1410-003;(4) the Net Energy Meterin@ariffsR.1407-002;(5) the Storage
Procurement and Roadmdp.1503-011;(6) the Power Charge Indifference Adjustment R.17
06-026;(7)the DR 20182 Portfolio Applicatioa(A.) 1701-012,17-01-018, and 1701-019;(8)
the Energy Efficiency Business Plank/~01-013, A.1701-014, A.1701-015, A.1701-016 and
A.1701-017;and (9)the Transportation ElectrificatioRroposal#\.17-01-020, A.1701-021, and
A.17-01-022

Please review all of the questioria Section defore responding to avoid duplication igour
responses, and note any dependencies, if applicable, on the type of customer segment you
serve. Responses should be sentdyne 6, 20180 kis@cpuc.ca.gav Responses will be
shared with the IOUs, participantsf the CDAC, CPUC staff, and other interested
stakeholders. In orderto format responses inlineaseparate word document with the
guestions is availablén the email notice sent to the service lists described above

Please note thathe purpose of ths whitepaper is not to address or modify existing data access
initiatives pending in these other proceedings at tbBUC For example, the Distribution
Resource Plan Rulemaking (R)08413 addresses thirgarty data access needs relating to

the distribution system. The cliethrough authorization process relates only to customer
specific data, not distributioisystem, or grid data. Similarly, the clitkough authorization
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process does not relate to access to aggregated data. Thelolakgh proces provides a way
for customers to share customepecific data with a thirgbarty(ies) of their choiceand with
0KS Odzad2Y.SNna O2yaSyi

Section 4 includes a list of questiahat third-party DERind energy managemeipiroviders
should answer.Commentsfrom third-partiesshouldconsider the information provided in
Section 2 & 3 andddress

- the use cases for whiatustomerspecificdata access is needed;

- the type of data needed,;

- how quickly atfer customer contact or authorization the data is needed,;

- the volume of customersexpected to use the cliethrough authorization processind
- improvements to the clickhrough process

This whitepapemcludes

1 Section 2abrief discussion ofustomer consent and th€PUC privacy rules

1 Section 3a descripton of the current authorization and data delivery process&nd

1 Section 4guestions that stakeholders should address in informal commientsder to
provide feedback to help thEDUs developapplications that will be filed in November
2018with proposals forexpandngthe clickthrough authorization processes to other
DER and energy management providers

The whitepaper contains appendices that provide background that will help stakeholders
understandthe regulatory context surrounding the developmaeaftthe clickthrough
authorization and data delivery proceissDR and the expansion to thighrty DER and energy
management providersAppendix A explaifsow the clickthrough authorization process in DR
came to beincludingthe procedural history othe clickthrough process, the development of
the rules governing thirgharty DR anddetails regarding the November 2018 applications that
will be filed by the IOUsAppendix B shows screen shots of each IOUs implementation of the
clickthrough authorizéion process.AppendixCprovides referencefor further information on
consumer data privacy rules. Finally, Apperliists the dita elements that make up the
Expanded Data Set that is available upon authorization to{ménty DR providers under PG&
and SCE Electric Rule 24, and SDG&E Electric Rule 32 (together, Rule 24/32).
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2. PROTECTING CUSTOMER DATA: CONSENT AND REFERENCES FOR CPUC PRIVACY RULE

In order toprotect customers whenevatata is stored, transferred, atherwisereleasedthe
CP\WC adoptedorivacy rulesn D.1207-056. These CPUC privacy rulesraffeectedin 10U

Electric Rule27 (PG&E), 25 (SCE) and 33 (SDGAditionallythe I0Uanust operate under
multiple state and federal laws and regulations in order to fulfill théligation to protect
personally identifiable customer datdhese privacy rulesre complex and are the subject of
contention among consumer advocates, IOUs, and thadies who are seeking access to
customer data.AppendixCprovidesallist of refererces in order to help thirghparty DERs and
energy management providers understati CPUC privacy rulesd other legal obligations of
data holders Understanding these privacy rules is essential whenever the issue of access to
data is discussed_aws ad regulations in California are different than those in other states and
understanding these differences is key to creating informed public policy.

CPUC privacy rules requites IOU toreceive customer consent beforeleasing disclosing, or
otherwisemaking accessibl® a third-party any personally identifiabldata. The CPUC privacy
rules require customer consent if the data will be used for a secondary commercial purpose.
However, if the data will be used by the IOU or its agents to deliverydgitvice, customer
consent is not needed because this is a primary purp&@estomer consent is therefore not
required for. (1)lIOUcontractors or vendors that are agents of th@U (2) third-parties seeking
datapursuant toa CPU®@rder, legal proces®r emergency; or (3) government or academic
entities, grid planners, or other thirdarties seeking aggregateshd anonymizediata where

the customer identity has been removédThe tableon the following paggrovides examples

of use cases for recipienbf data, and categorization of whether prior customer consent is
NBIjdzA NER 06SF¥2NB (KS L hThe Rdpa ddthi®vhBepapdr inolided & 2 Y S ND
those secondary purposes for which customer consergdsired

1 See Memorandum Re Legal Considerations for Smart Gy Bag¢a Sharindiled in R.0&2-009 on
April 1, 2013.
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Customer Consent ghe CPU@rivacy Rules

The 10U anddministrators olOUPrograms
Contractors/vendorsvorking for the IOU
Other agentf the IOU

Primary

No
Purpose

= = =4

City or county government reporting greenhoust
gas emissions to the state or federal governmer

1 Contractor of the CPUC providing &energy

efficiency

1 Subp@na or court order
Primary No § Thirdparty action to prevent damage to lifer
Purpose property

1 Building managers, installing energy manageme
technologiedor a CPUC or state mandated
program.

Scope of this Whitepaper Rule 24/32 participants, aggregatoBRAM h

1
Sellers
Secondary Yes 1 Sorageor solar photovoltaigproviders

Purpose 9 Electric Vehicle providers

1 Energy managemerroviders

1 Thermostat providers )

, Govermment entities
Primary . C
No I Academic or research institutions

Purpose

I Grid planners

2 Note: these use cases are out of scope of this whitepagehe Customer Data Access Committee.
These issues should be referred to the Energy Data Access Committee or the DistributedPResiugce
proceeding R.188-013.
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3. CURRENT ONLINE AUTHORIZAANONDATA DELIVERROCESSES

In order to fully utilizeenergy consumptiomlata fromadvanced metering infrastructur@mart
meters)and other energy related da that is stored byhe 10Usthe IOUshave developed
systems and onlinprocesseso obtain customer conserfor shaiingtheir datawith a third-
party and to deliver the data to the authorized thiparty.

A. The Green Button Standard

The Green Buttorsli I Y RF NR gl & ONBIF SR Ay NDadishygmaS o2
vision to provide consumers with eagy-understand data about their household energy use.
Customers can use this data themselves or share this with a third party of their cho2@11,
CPU®ecision 1107-056 ordered the I0OUs to file an application to provide thpdrty access

to customerenergyusageand programrelated datavia thelOUbackhauldelivery systenwhen
authorized by the customet.The CPUC further specified tradt IOUs should propose a
common format and be consistent with ongoing natiodata deliverystandards in their
applications.In September 2013he IOUgeceived approval from the CPUC to move forward
with the proposed implementation plan using the GneButton Connect standard in D-D®-
025. Green Button Connect builds on the Green Button Download concepts and allows
customers tgorovideongoing, ordemanddata deliveryto a registered third party of their
choice* Customers can shamngoing gas andlectric usagelata, as well asillingand

account informatioracross many Service Accounfisdelivery methodalso can be used kay
large customer, with technical expertise and multiBlervice Accoust to obtain and analyze
largedata sets over tme.

The Green Button standatthas undergone a significant development and vetting process over
the past six years by various standards organizatiarsgr groups,and government entitie$

The Green button standard canipport use cases as diversedesnand responsesolar cost
savings estimation, energy management for property managers, electric vehicle fuel cost

3D.1%07-056, OP 8.

“SeeAppendiBF 2 NJ 'y SEIFYLI S 2F tD39Qa Odz2NNByid DNBSy
implementation.

> The Green Button Standard is published by the North American Energy Standards Board GWAESB), a
Energy Services Provider Interface (ESPI).

® These organizations include the Smart Grid Interoperability Panel and NAESB.
"User groups include the UCA International Users Group and the Green Button Alliance.

8 Government Entities include the Depaemt of Energy, the National Institute of Standards and
Technology (NIST), the CPUC, and Ontario Ministry of Energy.

. dzi
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savings analysis, energy efficiency analysis, agricultural water pump leak detection, residential
Time Of Userate analysis, an@aliforniaProposition 39elated services for schools. Today,

many utilities across the U.S. and Canada have adopted the Green Button standard, including

over 60 million U.S. customer accounts representing 100 million individuals and over 2.5 million
Canadian customr accounts representing 8 million individuals

Threecore pieces of infrastructurdeveloped out of this standandclude (1)leveragingOpen
Authorization (OAuth2.0technologyfor authentication and authorizatig{2) defining the
ATOM XML Schema refion (XSDs) to capture standardized data models for representing
utility customer information in a structure xml file format for exchanged (3)a set of RESTful
Application Program Interfas€ AP$) for data delivery.

i. Open Authorization (OAuth)

OAuth is a online thirdparty authorization standard that allows an end user's account
information to bereleased tahird-party services without exposing the user's sensitive
authenticationcredentialssuch as a username and passwoltdalso gives the @iomer full
transparency into who they are authenticating withto whom they are providing their login
credentials in addition towhat data the customer is authorizing bereleased This system
also allows third parties to build to a supported indysstandard, which promotes
interoperability and quick development and innovation.

OAuth allows customers to use a familiar online experidncuthorize the release of their
data using a proven and secure systenis issimilar towhat many website seice providers
use to allow customers to create an accountaonebsite using credentials from another
service, such as Google or Facebdok

. Application Program Interface (API)

APlis a term that is generically used to describset of definitions, primcols, and tools for
building applicatiorsoftware. The Green ButtolhPE enables dataetrieval quickly and at
scale, based on requests that a registered thpedty makes for specific data items that they
have been authorized to receiV.From a techital perspective, the Green Button ARllows

9See example in the text box on page 7

We¢KS Lh!a 2FFSNE dadyOKNRy2dzaé !'tL NBljdSakpns oKAO
(often within 90 seconds) in a fast,-damand manner. This APl approach tends to be less expensive and

fastest to support at scale as opposed to push systems, which make all of the data available, not just that
which is requested. The IOUs also suppsynchronous request for larger data sets (e.g., years of

historical interval data), in which the 10U will notify the tpiadty when the requested data is ready to

6
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third-party data requests andlOUresponses using secure tweway certificatebased TLS1.2
mutual clientserver authentication via the HTTPS protochhird-party datarequestors must
utilize trusted certificates for secure inbound and outbound APl communication.

Example: OAuth 2.0 & Opéeid

The New York Times will allow customers to create an online account using their
ONBRSYGAFf& FNRBY ClFOS0221 dy ¢KSHKOIAIN@
and a window will pop up prompting the customer to log in using their Facebook
credertials. Once authenticated, the customer will see what information the New Y
Times would like to receive from Facebook. Typically, this includes the public profi
and email address, but could include friends lists, photos, or any other data stored
Facebook. The customer may have the option afhetking data fields it prefers not
to release. If the customer is comfortable with the data being released, then they c
accept or authorize. The customer is able to use their credentials from ormeservi
(Facebook) and pass certain information on to the other provider (The New York
Times). The other provider receives a limited amount of information and does not ¢
access to customer credentials

¢CKS FdzyOuA2ylfAde F2 NusesOpehidghtifidaiion yOpen M)
technology that is built on top of OAuth. OAuth permits authentication, or sharing

identity, while Open ID permits users to share a limited amount of protected
information.

B. The Clicklrhrough Authorization Process in Demand Response

Because of the unique data needlsthird-party DR providerasho directly participate in the
California Independent Sigsn Operator CAISPmarket, in D.1606-008the CPUC authorized
the development ofa more streamlined authorization process than was available using the
IOUs thercurrent implementation of the Green Button platforfh.Over a simonth period,
the IOUs andtakeholders met to form a consensus propodaltimately, two solutions were
pursued. OAuth Solution 3 was approvedRiesolution 4868 and the IOUs have completed
the first phase of implementation d@hat solution!? Resolution 4868 also ordered th#OUs
to develop a cost estimatand proposafor API Solution 1 to include in the November 2018
application.

0S NBUNRSOSR® | 26SOSNE -tk thisd-pdRiR seriigeQaindeglerdlly Rsloivg R& y | Y
to accommodate new uses.

11 SeeSections 5 and 6 for more information on the unique data access needs gfatiydR providers
and the procedural history of the clitkrough authorization and data delivery process.

12 SeeAppendixBfor screen shots of OAuth 3 implementation.
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i. OAuth Solution 8

A~ SR -4

Ly {2fdziA2y o 2NJ) aGh! dziK {2f dziARIeosw i KB JD B N
website, but then the customas redirected to the IOU website. There the customer enters

their credentials; either an IOU login and password or other identifying information to verify

or authenticate their identity. Then the customer has the option to accept default selections or

modify the authorization to select among several options including how long the-plairyy will

be able to access the data, and which service accounts to include in the authorization. After

finalizing the authorization, the customer isd@ected back tahe third-LJ- NIié 5w t N2 JA R
website. Solution 3 uses the OAutl) Standard, an API technology, similar to what many

website service providers use to allow customers to create an acc@e#.New York Time

Facebook example described on page 5.

ii. APISolution #*

{2tdziA2y ™M 2NJ a!tL {2ftdziA2y wmpgartylwébsite forihe i KS Odza
entire process. The customer enters information to verify or authenticate their identity and

that is sent to the IOU to be processed by its baoll IT system. If the information is correct,

then the 10U returns information to prpopulate the authorization screens on the thiperty

LINE A RSNRE ¢S0aAlSd® ¢KS Odzat2YSNI O2YLX SiSa
allows the 10U toeleasethS Odza (i 2 YS NI &  Sty'tBeNifr@parlyBR pravi@eR R G |
The thirdparty returns an electronic record to the 10U indicating the authorization was

completed. Solution 1 uses a type of API technology.

1 The technical specifications of the clibkough authorization process, OAuth Solution 3, are available
at (accessed on May 16, 2018):

f tD39Qa G¢KANR tIFNIié 5SYFYR wSaLRyaS t NEJARSNI 2
https://www.pge.com/en US/business/sagaergymoney/energymanagemert
programs/demandesponseprograms/rule24/thirdparty.page

T {/9QataNKENBSYlI YR wSalLlyaS {SNBAOSa¢ LI 3IASY
https://www.sce.com/wps/portal/home/partners/partnerships/DemaRéspons&service/

1 SDG&E&s created an educational package for third parties wishing to explore using the Click
Through Process for obtaining SDG&E customer authorization to share their data. Copies can be
obtained by emailin@SERDRP @semprautilities.com

1 Please note that API Solution 1 has not been fully developed and has not been approved by the CPUC,
but it will be included in the IOUs November 2018 applications as described in Appendix A.
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4. SOLICITATION OF FEEDBAXGKKNOVEMBER ARPATION

Resolution 4868 orders the IOUs to file applications by November 26, ¥ittBproposaldo
expand the clickhrough authorization processes to other DER and energy management
providers, and tanake other improvements to the clidkroughand dat delivery processes
The IOUsvould benefit from receivindgeedback from DER and energy management providers,
as well as other interestestakeholdersaboutthese issuesThis information will be usetb
inform the development of th&. h | N@weember 208 applications.

Please review all of the questionia Section defore responding to avoid duplication in your
responses, and note any dependencies, if applicable, on the type of customer segment you
serve. Responses should be sent by June 6, 2018st@cpuc.ca.gav Responses will be
shared with the IOUs, participants of the CDAC, CPUC staff, and other interested
stakeholders. In orderto format responses inlineaseparate word document with the
guestions is avdable in the email notice sent to the service lista Section 1

NOTEThe November applicatismvill includeproposals to expanithe clickthrough
authorization process tmther (nondemand response) DRRviders.Responses should
focus ortheclickthrough procesthat begins and ends on the thitdl- NIi @ LINE @
website andise cases that alloaustomers to share personally identifiable, energy
related data.

>%
puj
w»
Z
o)
Qx

1. Describe useases for customespecific energy related datgu currently receive
a. Wha customer segments do you currently serve (residential, @tc.)

b. How do you currently useustomerspecific energy related datéenergy usage,
interval data, billing data, etc.)?

c. What is the business need or reason for the data?

2. How could you leverage éhclickthrough authorization and data delivery process to
support your customespecific energy related data needs?

3. What kind ofcustomerdata do you need?f your data needs are different for
residential versus commercial and industrial customer, pleagxdain in your responses.

a ! NE 0KSNB RIFdlF StSYySyda GKIG &2dz ySSR o
LINE GARSNI 9ELI YRSRDBI G {Si¢é¢ Ay ! LIWSYRAE
b. Do you need fewer data elements than what is included in Apped@lixf so,

what data elements do you nekthat are not provided to you now usitige
Green Buttorauthorizationand data deliveryproces®



mailto:kjs@cpuc.ca.gov

Qustomer Data Access Committee Whitepaper

4. What level of granularity of data do you nefxt residential versus commercial and
industrial customerghourly, 15 minute, 5 minute)?

5. Considering youresponse to Question 3Describe the use caséw additional data
sets that you need

6. Is the dataavailable from any other sources? Consider the diatad in Question 3 or
the data you currently receive using the Green Button authorization process

7. Considering your responses to Questio& 8: What are theproven kenefits ofaccess
to additionaldata pointsor more granular dataPoint to studies or industry standards.

8. What level of latencpetweencustomerauthorization and access to custonaata
would you recommend be implemented

a. How quickly after initiating contact with a customer, do you need their data?

b. How quickly after receiving customer authorization, do you need data (days,
hours, minutes)?

c. How frequently do you need the data (oiene, ongoing)?

9. Would you be seeking different data sets to support different product offeramgs
customersor would registering once for one a data set be sufficient for all of your
products and customers?

10.What aspects of the current clidkrough sysem design would you need to utiliZé

Alternative authentication Mobile application support

credentials possibly withtwo-

factor authentication Customization of length of
authorization via a dynamic scope

Ability toauthorize two string

collaborating thirdpartiesat once? - _
Notification after completion of

Design of two pages and four clicks authorization

in the bestcase scenario _ o
Revocatiorof authorization

Display osummarizedterms and
conditions

15SeeSection 3.B.i., describi@Auth Solution 3.

10
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11.The IOUs need to estimate costsexpand the clickhrough process. The casiay be
impacted by the volume of customersing the authorization process.

a. Currently, low many customers authorizbe IOU to deliver energy related data
to your companyeach monthusing theexistinglOU Green Buttoplatform?

b. If the clickthrough process were available for your customers, would the volume
of customer authorizationghcrease?If so, gease estimate how mucthe
volume would increase.

12.What changes to thsystem design would you propose, and how important is th
being able to utilize clickhrough?6

13.The November application must be approved prior to the expansion ofltblethrough
authorization procesto DER and energy management provideBgcause the CPUC
process for an application can take up to 18nths, are there improvements that could
be made to existing data accga®cesseshat would be helpful in the interim?

14.Which of the online authorization presses would you prefer to uséth your
customers OAuth Solution 3, API Solution 1, &ndthe existing Green Button
authorization processPlease explain your preference.

a. Would you uséDAuth Solution 3hat begins and ends onthird-LJF NIi & LINE @A RS
650aAGS FYR AyOfdRSa u aONBSya FyR n Of

b. PG&E has improved their ingmentation of Green Button or Shaky Data
authorization process so that it mirrors OAuth Solutiof¥ 3Vould you prefer to
use this online authorization solution over OAuth Solution 37?

c. Or, would you preferan APKSolution 1like authorization procesthat does not
rely on OAuth and is located entirely on the thijsdrty provider websité!®

16 SeeAppendixB for examples of OAuth Solution 3 implementation.

17SeeSection3.B.i for a discussion of OAuth Solution 3, and Resolutl@6&Ewhich adopts the solution.
See alsd\ppendix B for examples of OAuth Solution 3 impléatiem. Note that OAuth Solutioni8
only available to thirgharty DR providers at this time.

18 SeeAppendixB, showing examples of OAuth Solution 3 of the-tiidkugh authorization proceder

DRproviderd, 8 ¢Sttt & tD9g9Qa {rgy man&yensedt, asdlotidr providels] 5 9 w S

(s}
<
A

19 SeeSection3.B.ii.for a discussion of API Solution 1, and Resolut486B at 5765, Section 14Please
note that API Solution 1 has not been fully developed and has not been approved by the CPUC.
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15.1n what otherlOUprogramsor CAISO marketf you participate?

a. What role do you play in these prografmearkets? Are thee restrictions on
what type of data you caaccess as a result of this role?

b. Whatcustomerspecificdata is available through these programs?

16.What customer protections desyour companyemployto prevent data from being
used for unapproved purposes?

17.Are there additional customer protections needeefbre expanding the cliethrough
authorization process to other DERs?

18.Finally, please indicate whether

you would like to be added to the Customer Data Access Comn{@BAC)
emaillist to be informed about evergneeting

you prefer only to be notifie¢ aboutspecial CDAReetings to discuss the
expansion of the clickhrough process or

you prefer not to be added to either list.

5. NEXT STEPS

Following the receipt of the informal feedback, the Customer Data Access Committee (CDAC)
will hold a speciaineetingplanned for June 201® discuss the feedbacknd what the IOUs
can feasibly include in theroposals anatost estimates for the November application.

23



Customer Data Access Committee Whitepaper

APPENDIX A:
Rule 24/32 Data Access, Clidltrough Processand November Applications

Understanding the historical and procedural background of the ¢hckugh authorization and
data delivery processes will help inform DER and energy management providers that participate
Ay GKS Lh! Qa b2@0SYOSNI Hnamy LWL AOFGAZ2Ya®

1. BACKGROUNDN DATA ACCESSDIRECT PARTICIPATION DEMAND RESPONSE

Why was the clickhrough authorization process developed first in the context of ORIZ
section describes Rule 24/32 that govedirect participation DR anthe unique data needs of
third-party DR providerparticipating in the CAISO markets

A. History of Direct Participation Demand Response

Direct participation DR took approximately 8 yearto develop at the federal and state level.
On February 22008the Federal Energy Regulatory CommissklERTssuedthe Notice of
Proposed Rulemaking of what woudder lead toOrder 719! FERC Order 719 required
Independent System Operatolike the California Independent System Operator (CAKSO)
create tariffs allowing retail energy onsumes to bidDRinto the wholesale energy market,
either bidding their own load directly, or through an aggreg&for.

CAISO began a stakeholder process to deveRiariffs as required by FERC Order 719. As
part of the Market Redesign and Technology Upgrade, CAISO developemiyeDemand
Resource (PDR) tariff anldter submittedthe Reliability Demand Response Resource (RDRR)
tariff. These tariffs allodRto bid into the market, where the curtailed energy is treated like
traditional generation. The RDRR tariff is desigioe@mergency responsieR while the PDR
tariff is designed for thelay-aheadenergy reaktime energy or ancillary service marketg.

2DirectPal A OA LI GA2Y 5w Aad (KS O0ARRAY3I 2F NBGIFAET St SO0l
energy markets Direct participation allows thiharty DR providers to participate in CAISO markets
independently of the I0Us

21 Order 719 was issued on Octwld7, 2008.
22D.1211-025 at 34, Section 2.1.

ZDRPs, RDRRs, PDRs, Section 4.13, California Independent System Operator Corporation, Fifth
Replacement FERC Electric Tariff, November 1, 2017, available at (accessed May 9, 2018):
http://www.caiso.com/Documents/Section4 Roles Responsibilities asof Novl 2017.pdf

See als®.1211-025 at 45, Section 2.2.
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On November 9, 2009, thePU®pened Phase IV of Rulemakiity)07-01-041 to develop

rules for the retail participabn of DRbidding directly into the CAISO wholesale markets.

Decision (D) 10-06-002 established initial conditions under which 6@UQvould oversee

direct participationDR and theCPUQ & 2 dzNJA & RA O Apary DRpraviders#DNE S S G K A
12-060re-affirmed theCPUQ & 2 dzNA A RA QU A 2y > PatyDRprgvlers2d®s NB A 3 K |
reasonable and necessary due to the potential impacts on resource adequacy, resource

procurement planning, reliability, and safety©@PUQegulated services for buthed retaillOU

customers. TheCPUGQilso has an interest in protecting customers against market abuse.

Finally, D.121-025 created Rule 24/32 to define the roles and responsibilitighefOUsand
third-party DRproviders. Th&€PUQ@ut in placesimple registration requirements, customer
notification requirements, and th€PUGuthority to resolve complaint®

After the extensive stakeholder processes spanower sixyears (200-2014) to develop direct
participationDR Rule 24/3Zould not befully utilizeduntil January 12016 becausehe 10Us
needed funding authorization tonplementthe necessargystems andbackoffice support:

1) to deliver customer usage and program data to thaty DR providerapon customer
authorization

2) to create ndividual registrations to track theustomerdata and integrate with the
CAISO systems;

3) to approve and track paperuStomer Information Service Request forms for DR
Providers ((SRDRP Request Forjnaind

4) to provide other services that allow thipiarty DR providers to participate in thaay-
aheadenergy reaktime energy or ancillary service markets

The 10Us submitted applications in June 2014 to seek cost recovery for providing direct
participation DR services. The CPUC took a phased approaap@iaded funding in March
2015 in D.183-042, March 2016 in D.183-008, and in June 2016 in D-06-0082" This
phased approach allowedhé 10Us to provide some services initially, after BED3®42 was
implemented. During the first quarter of 201@hird-party DRproviders began registering with

24D.1006-002 at 911.
25D.1012-060 at 59.
26 D,12-11-025 at 2226, and 5456.

27D.1503-042 approved PG&E an authorized budget of $2.9 million to support 10,000 Rule 24
registrations, SDG&E an authorized budget of $1.8 million to support 7,000 Rule 24 registrations, and SCE
an authorized budget of $2million to support 14,000 registrations.
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the CPUC and submitting their first CISBRP forms to the 1038 With the approval of D.16
03-008, and D.1®6-008, the IOUs were able to implement the baufkice IT support to
increasethe number ofregistraions andCISFDRP Reques$tornsthat could be processed

B. Data Accesbhleeds of DR Providers Participating in the CAISO Markets

I. DRAM Background Information

IntegratinglOUDRand third-party DRinto the CAISO wholesale energy market has been a goal
of the CPUGince the issuance of RA02-041 in 2007, and continued in 2013 with RASB011.

In D.1403-026, theCPUGnitiated a process to develop the Demand Response Auction
Mechanism (DRAMjs a capacity procurement mechanism that wowmlcrease DR

participation in the marke#?

The DRAM ia pay-ashid auctionfor system, local, and/or flexibleonthly retailResource

Adequacy (RAjapacity. The RA capacityassociated witlbDR customer resourcéscated in

anlOU's service areaBecause winning DRparticipants (thirdparty DR providersr& 5 w! a
{StftSNRéV KI@S O2y (N} OGSR G2 LINRPOGARS w! OI LI O
must-offer obligatiors. These require Sellers to bid their full resource capacity into both the
CAISQlay-aheadandreattime energymarkets duringavailability assessment hours on ron

holiday weekdays duringheir contracted delivery month¥®

. Unique Data Needs for DRAM Participants

Unlike DER providers that do not participate in the CAISO maikB&M Sellers prading
capacity to the IOUs need to register their Proxy Demand Resources (PDR) and Reliability
Demand Response Resources (RDRR) at the &AMOnitial stepin this process is to input
customer location information into the CAISO Demand Response RéigistBystent? CPUC
privacy rules require the IOUs to receive customer authorization prior to releasing energy

2t D3 9Qa [/ 2YLX Al yOS -08042, Drfefing Paiagiamiril, \Qiarterl? Repod ta prack
t NEINBAa 2F wdd S HnQad LYLX O¥®Yeid.GA2yS FALf SR ! LINAR ¢

29D.1403-026 at 24.

%0 The IQs purchase retail RA capacity from the DRAM Sellers. The DRAM Sellers receive retail RA
capacity payments from the 10Us in addition to any revenues from the CAISO wholesale energy markets.
The 10Us have no claim on revenues from the CAISO energy markets

Bwdzf S HnkoH LISNX¥AGE 5w LINPGARSNE (GKIFG YSSO AdGa NBI
markets, whether or not the provider participates in DRAM.

32See the Demand Response User Guide at 28, California Independent System Operato#,. ¥eviiy
5, 2017, showing the Demand Response Registration System and the fields needed to register a location,
available at (accessed May 9, 2018)://www.caiso.com/Document&emandResponseUserGuide.pdf
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related data to a thireparty provider. DRAM Sellepbtain customerauthorizationvia a CISR
DRPRequestormor clickthrough authorizatiorprocesgo access historical and ongoing
customerspecificinformation, which is needed for this CAISO registration prodes®idding
into the market,and for energy settlements.

2. PROCEDURAL BACKGROUND OEMNBEHROUGH AUTHORIZATRROCESS

The dick-through authorization process was developed first in the DR context because third
party DR providergised the issue ithe proceeding Application 286-001 et. al.
Understanding the procedural background of the development of the-thickugh

authorization process will help thirgarty DER and energy management providersffectively
respond to the solicitation of feedback, and participatehe November 2018 application
proceeding in a more informed way.

Authorizing data sharing is an essehsigepfor a customeiin the process of enrolling in and

beginning a thirelJ- NI @ LINP3INI Y 06SOFdzAS GKS LINBPJARSNI ySS
deliverDRservices.For DR providershe data is necessary to bid and settle load drop into the

CAISO whotale energy market. For many thiparty DRproviders, the customer

authorizationfor the IOU to deliver dates the most important step in enrolling in a thipdrty

program.

A. Need for a streamlined solution:

Because data sharing is such an essentgl & enrolling in a thirgbarty program, the issue of
streamlining the authorization process arosehe proceeding AL.4-06-001 et. al. CPUC

Decisions 183-042, 1603-008 and 1606-008authorized funding fofT infrastructure, paper
authorization formprocessing, andalidations and tracking of CAl&gistrations. Each time a
customerauthorizes the 10U teeleasedatato a third-party DRprovider, thelOUmusttrack

FYR RSEtAGSNI GKS 0Odza (-ayPRPaviddr tedeived datamyh®I®U it KS G K
can register the customer location in ti@AISO Demand Response Registration System (DRRS).

For each CAISO DRRS registration, the IOU must validate that the registration information is

correct including the Pricing Node, Default Load Aggreg@oint (DLAP), and SWAP.

Third-party DRprovidersthat participatedin the A.1406-001 et. al. proceeding founthat the
authorization processes available in 20@8to customer fatigue and low customer
enrollment3? In 2016 customers could alorize data sharing using a paper Customer

33 SeeD.1606-008 at 2623, especially footnote 35 describing customer fatigue due to unsuccessful
FGdSyLia Fad SydSNAy3a | €23Ay FyR LIaag2NRI FyR 9y
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Information Service Request Form (CLERP Request Form), a PDF €CIRR Request Form

with an electronic signature verified using DocuSignfarrSCE customers only, the Green
Button Connect platform. Each dfaése methods presents challenges, especially for residential
DRproviders who need to enroll a large number of customers in ordenéetthe minimum

bid requirements of the CAISO markgtvhich require resources to be greater than 100
kilowatts.

I. CISFDRP Request Form

The CISIBRP Request Form presenhallenges because it is not comparable in customer

O2y @SYyASyOS 2NJ I OOSLIiFyOS I|a LINPODARGR o0& OdzNN.
services in other businesses. Both th&d-party DRprovider and customer needed to provide

information to complete and then sign the form.

Depending on how this form was implemented, the process used to complete and sign the form
could range from completely manual to nearly fully automated process. Under dneahor
paperprocess, thehird-party DRprovider would have to complete its portion and sign the
paperform, andthen send the partially completed form to the customer. The customer would
then complete its portion and sign thaperform and return theform to the provider. The

provider would send the form electronically to th®U Under the nearly fully automated

process, thehird-party DR providewould collect the information from the customer using the
LINE @ wBbSitdnd automatically populail KS FASt Ra 2y TedPHROMzA G2 YSN
providerwould then send the completed form and automatically redirect the customer to a
third-party for electronic signature, after which the completed form would be electronically

sent to the utility.t D g 9rPlamentationof the formincluded a fillable pdfiwhichsupported

both a manual and nearly fully automated processes for completing, signing, and submitting
the form.

Additionally,the 10l back end processes for fotmandlingwere almost fully automate

starting with its initial deployment. The only portion that was not automated was on the part
of a vendor that read the data from the form. This vendor usatinology solutionso read

the majority of the data but certain data fields like dates, stgnes, and check boxes needed
to be read by hand.

response program enrollmehtINE O S & & = ¢ httb:@w.eénkrdyhiu§.co/bpimizinglemand
responseenrollment(accessed on January 27, 2018).
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il. Wet signatures and electronic signatures using DocuSign

In the initial implementation of the CISBRP Request Form, the IOUs accepted wet signatures
and electronic signatures provided by thiparty identty verification company such as
DocuSign. Thirgdarty DR providerfoundthe use the paper CISBRPRequest Form and
DocusSign for electronic signaturiesd to customer fatigué* TheCPUGgreed and in D.166-
008denied the request to continue to reqeithe use of a thirgparty identity verification
company such as DocusSigh.

ii. Existing systems did not meetthe theld NJié 5w LINE GA RSNDRA& Yy SSR

¢KS Lh!aQ AYAGALFT ApamDRB aubofidation pre&essused heireXsdng Griseh NR
Button systems to various degree®G&Fused its existindd NB Sy ShieNlyDsitaE a

platform to deliver energy usage data while using a flat file process to deliver the other data
types. Like PG&ESDG&HEza SR A (1 & DOuBosgr EnedpiiNetveflplaiform to

deliver data SCHBowever, used it&reen Buttorplatform as one method for DR customer
authorization, as well data delivery. PG&E and SDG&E used their Green Button platforms
initially for customer authorizations, but for other use cases, notliod-party DR providers.

Third-party providers, including the JoiB{RParties,consisting of EnerNOC, CPower, and
EnergyHubvoiced concerns that these existing platforms lead to customer fatigue due to

multiple screens and clicks required to complateauthorization. The impact of customer

fatigue an third-LJF NJié 5w LINP A RSNAE A a PB® Adthorizikgidata RNR L) A Y
releaseh & Yy 20 & Sy NER-patypdogrameperkafsit is soindihesRaracterized by

DR providersHowever enrollment and data authorization is intertwined because,rhany

third-party DR providerst is the most important step in onboarding a customer into a DR

program.

B. The CPUC Ordered Consensus Proposal

Decision 186-008NE 02 3y A 1 SR {iPfartidipatioriieirSliménpkiBedsiis aevolving
LINE OS&aa GKIFG OF y IPFlamiordeied BIE&R SO and SDGREPtEN& With
theCPUQ& 9y SNHE& 5AQOAaA2Y YR AYGSNBalSR aidl ] SK2t

34 Joint Demand Response Parties Opening Brie9aafl OhmConnect Opening Brief ab4filed on
April 1, 2016, in A.1@6-001 et. al.

35D. 1606-008 at 12.

36 Joint Demand Response Parties Reply Comment on Proposed Decision, at 5, filed on May 31, 2016, in
A.1406-001 et. al.

37D.1606-008 at 23.
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clickthrough authorization process. This proceissa technology architecture whi@nables a
customer to authorize théOUto deliverthe customef & Sy S NHadato ldBitdpaitysDR
providerr® by completing a consent agreement electronicallne clickthrough authorizatn
process is distinct from other electronic authorization processes in that the customer begins
and endson athirdJr NIi & LINE GRRSNDa ¢6So0aAiSo

The Decision ordered th®Usand stakeholders to develomadnlineprocess that begins and

endsonathirpaNlié 6S0aA 0SS | YR @S NAR Fha Sedision &l@vs Belza G 2 Y S N

third-party DR provideti 2 4 J2INJzf | §S¢é¢ FASERa Ay (GKS | dzi K2NRT |

the customer must complete the clitkroughprocesg ay 20 I ( KXofRe LI NI & 2y

Odza (0 2*Y SNXp ¢

In developing the clickhrough process, th€ PUGaskedlOUsand stakeholders to:
GaidNBIFIYEAYS YR aAYLEATE GKS RANBOG LI NIAO
more automation, mitigating enrollment fatigue, and resolviny a@amaining electronic

signature issues?®

The Decision explained that in order to streamline, simplify, automate, mitigate enrollment

fatigue and address electronic signature issues, stakeholders should:
GFGGSYLII G2 ARSYGATeoldashypBEeSsanid détedming dpfiohda A Y
to eliminate these steps. Parties should also discuss approaches to coordinate the
I LILX AOFyiaQ SyNeRfftYSy(l aeadSyvya oA#K GKz2a$s

38 DemandResponse Provider refers to a CPUC Demand Response Provider defined in Electric Rule 24
(PG&E, SCE) and 32 (SDG&E) (together, Rule 24/32):

a!'y Syiaaide 6KAOK A& NBaLRyaaoftS FT2N LISNF2NXYAyY3
CAISO DRP andfn Aggregator. DRPs must register with the CPUC and CAISO DRPs must also
NEIAZGSNI gA0K GKS /! L{hd !'yfSaa 20KSNBAaS aLISO
NEFTSNI G2 GKAA RSTAYAGAZ2Yy D¢

39 Decision (D.) 166-008, at Ordering Paragraph 1.

40D.1606-008 at 1214.

41D.1606-008 at 1314.

421d. at Ordering Paragraph 9.

43d. at 2223.

Appendices 7



Qustomer Data Access Committee Whitepaper

Finally, theCPU®@rdered thelOUsto develop a cosensus proposal in a stakeholder working
group process and file it by November 1, 2016.

C. Working Group Development of Solutions

PG&E, SCE and SDG&E worked witlCfldQ & 9y SNHE& 5AGAaArA2y YR KSftF
working group meetings in person and the phone over a simonth period. In addition to
representatives from théOUsand Energy Division, participants includee following third-

party DR providersAdvanced MicroGrid, Chai Energy, CPower, eMotorWerks, EnergyHub,

EnerNOC, NRG, OhmConné&ityine, SolarCity, Stem, Sunrun, and Earth Networks (formerly
WeatherBug) Other interested participants included: Office of Ratepayer Advocates (ORA), the
California Efficiency and Demand Management Council (formerly the California Energy

Efficiency Idustry Council), Mission:data Coalition, UtilityAPI, atiters. The Assigned

/| 2YYA&aA2ySNRAE 2FFAOS fa2 GdSYRSR aAS@OSNIt Y

Over the course of the working group meetings, thigd-party stakeholdersled by UtilityAPI,
developedthree different clickthrough frameworks for consideration. These framewoslse
named Solutios 1, 2, and. Solution 2 was determined to be infeasible by the working group
early in the processSolution 3 and Solution 1 are described and compared in an Informal
Staus Report that the stakeholders served to the service ligpiplication proceeding 1-06-

001 et. al. In the report, stakeholders also state their preference between the two frameworks
and justification for their preference.

The 10Us incorporated tHeedback from the working group into the Advice Letters that were
filed on January 3, 20¥*?. The I0Us submitted plans for developing OAuth Solution 3. The
IOUs prefer OAuth Solution 3 because the authentication and authorization occur on the IOU
website usingOAuth 2.0, an accepted industry standar@he I0Us expressed concgatout
customer privacy and cybersecurity wiiPl Solution 1 becausas described in the working
group and understood by the IOUkg entireauthentication and authorizatioprocess would
occur on the thirdparty website.

D. Resolution 868

Resolution 4868 was approved by thePU®n August 24, 2017. The Resolution dealt
primarily with technical implementation issues, but a few issues img&ti@olicy on data
access for gtributed energy resources and data privacy. The Resolution resolved issues in 19

“eKS /t)/ Qa 9ESOdzi AGWE NENBSEFANIG2ZNITFRE SR 1 KES O2yasSya
2017.

“PG&E Advice Letter (AL) 4992SCE AL 35&]land SDG&E AL 3080
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different areas. While there was general consensus on Segues, most issues were
contested.

I. Key Components of the Resolution

Resolution E4868 defines the technicapecifications that the cliethrough authorization
process must contain. Some of these specifications include:

1 Authentication using IOU account username/password or alternative credentials such as
Account number and zip code

1 A streamlined design with screens that can be completed in 4 clicks if no other options
are changed

1 Dual authorization, allowing a customer to authorize two providers at one;time

1 A design that is optimized for mobile devices

1 A length of authorization that comports with thegmgrams that the thirgparty DR
provider offers including minimum end datereferredend date, olindefinite end date

1 A display of the terms & conditions that incorporates feedback from the Customer Data
Access Committee

1 Revocation options for both theustomer and the thirgparty DR provider;

1 Automated notification to the customer and the thiqghrty DR provider after an
authorization has been completed;

1 A shorter data set delivered within an average of 90 seconds after authorization has
been completedand

1 An expanded Rule 24/32 data set delivered within 2 business days.

Further, Resolution868 puts in place procedures to ensure the etlolough authorization

LINE OS&3aQ O2yiGAydzSR adz00Saao ¢ KS Lh! SicsbnNBE NEB |
the performance of the clickhrough authorization processes. Additionally, the |dse

ordered toform the Customer Data Access Committee (CDAC). Initially, the CDAC provides a

forum for stakeholders to resolve implementation issues with thek¢hrough authorization

process. After implementation, it will serve as a place to discuss ongoing issues related to
customerspecific data access, as well as a forum to informally resolve disputes. Finally, the
Resolution ordered the 10Us to file application for future improvements to the clitkrough
authorization process. Secti@D.ii. below describes what the application will contain.
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il. Phasing

Ordering Paragraph 28 Resolution #868adopted a phased implementatioof the click

through processas shown in Table 1 of the ResolutiinThe Resolution requireBhase 1
completionby February 26, 2018, Phase 2 completion by June 24, and Phase 3 completion by
November 26" Differentfunctionality must be completed by the end of each phasehil&V/

the phasing differs for eadil©U generally, by the end of Phasgalbasic clicithrough

authorization process should be completéthase 2 requires various features that could not be
completed by Phase; And Phase 3 includégwer priority features and some othe more

labor intensive and complex features.

iii. Requirements for the November 2018 Application

The Resolution ordered the IOUs to file in the November 2018 application, a proposal to
expand the clickhrough authorization solutions tother DERand energy management
providersand proposals to improve the clitkrough authorization and data delivery

processes Theapplication filing is significant because it provides a broader procedural forum
to address customespecific data access issusEs0Ss existing data delivery programs. These
data access programs are integrated with the Green Button standard and allow customers to
participate inthird-party DER or energy management progeamhe potentialexpansion of the
clickthrough authorizaibn process to other provideisould havea broad impact becausée
couldenable customersf distributed energy resource provideis more convenientlyshare

data, facilitating increasedustomerchoice*®

The November applications witficlude proposato:

1 expand the clickhrough authorization process to DER and energy management
providers;

T LINPOARS GKS a5w LINPOARSNI SELI yRSR RFEGIE asi
providers#®

1 resolve implementation issues related to OAuth Solution 3;

46 Resolution #868 at 75.

47 Resolution 868 did not list dates for the Phases, but required Phase 1 completion within 6 months
from the date of the CPUC approval of the Resolution; Phase 2 completion within 10 months; and Phase 3
completion within 15 months. The Resolution was approved on August 24, 2017.

48 Resolution #868 at 69.

49 Resolution 868 did not specifically require the IOUs to iQCIude in the application a cost estimate for

LINE GARAY 3T (GKS & wdz (S nik2o H2 (OKES BL y5ROSWR 5y RI FS Y SSNH & Y Y I =
However, the I0Us have agreed to make these cost estimates at the request of Energy Division and
participants of the Customer Data Access Committee.
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9 add other needd functionalities to the clickhrough authorization processes;

1 make improvements to the cliethrough authorization processes that may have the
effect of increasing customer enrollment in thipéirty programs;

1 improve data delivery processasd potentally upgradinglT infrastructure;

1 determine whether to create and allow an alternative clihkough authorization
process, Application Program Interface (API) Solution 1; and

1 consider implementing synchronous data delivery of the expanded data sehwithi
ninety seconds.

Further, Resolution868 ordered the IOUs to incorporate feedback from participants of the
CDAC into the applicatiof. Initially, the participants in the CDAC were mostly representatives
from the IOUs and thirgharty DR providers. lorder to develop a robust application for
expanding the solutions, the Resolution orders the I0Us to hold a special meeting to solicit
feedback from DER and energy management providfers.

Y2 Progress Update and Impact on Future Green Button Policy

All three I0Us havemplementedthe clickthrough authorization process with Phase 1
functionality. All three IOUs have been very responsive to working with DR providers to fix bugs
and help integrate systems. Based on IOU updates in the CDAC, PG&E and SI&&E wil
releasing Phase 2 as schedubgdlune 24, 2018 SCE is skipping straight to Phasy 3

November 26, 2018ecause it has already completed the functionality required in Phase 2.

Given the great deal of work the IOUs and thpatty stakeholders puinto the development of

the clickthrough authorization process, participants of the Chdllding UtilityAP$et-out to

see if the Green Button Standaitdelf could be optimizedy incorporating some of the

requirements otthe clickthrough authorizatn process that were approved in Resolutien E

4868 ¢ KSe& ONRdzZZAKG FSSRol Ol G2 GUKS DNBSHe . dzidz2y !
Open Automated Data Exchange (OpenADE) Task RdtitiegAPIrecommendedsimplifying

Odza 2 YSNEQ | 0AIANIAS aOEPRANB Gl ORI AR (2 RIFGIF &1
Connect My Data (CMD) platformfter presenting their case texpand the set of supported

data elements to cover théRule 24/320 E LJ- y RS R andktigamling ®iéictistomer

authorization procss the OpenADE Task Force agreed and has submitted changes to the North
American Energy Standards Board (NAESBhe NAESB is tlstandards body managing the

S0 Resolution B868 at 84, explaining that improvementsthe clickthrough authorization process shall
be determined by the CDAC and included in the November 2018 application.

51 Resolution 2868 at 6569.

520penADE Task Force meeting not&s2B®17, available at (accessed May 15, 2018):
http://osgug.ucaiug.org/sgsystems/OpenADE/Shared%20Documents/Testing%20and%20Q#@ficatio
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Energy Service Provider Interface (ESPI) (a.k.a., Green Bustoengthening the overall

framework for current and forwardooking use casedue to the leadership of the CPUC

Energy Division and the Customer Data Access Committee, future users of Green Button, in the
U.S. and elsewhere, will benefit from the work done here in California.

eenButtonTestPlan/OpenADE%20Task%20Force%20Meeting%20Notes/Notes20170Se¢é. pie@
diagram that was presented to the Green Button Alliance showing thehebeigh, OAuth Solution 3
process available at (accessed May 17, 204t8)/files.greenbuttonalliance.org/clickhrough-process
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APPENDIEB:
Example®f Green Buttorand ClickThrough Authorization Processes

A. PG&E CLIECKHROUGH AND SHARE MY BWIAORIZATIGNROCESS

PG&E Clickhrough Process OAuth Solution 3 for Thirdrty DR Provider
Authentication Pag: Desktop

m

Log In Share My Data

Forgot Username or Password

Contact Us Privacy u n [Ii

acific Gas and Electric Company
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PG&EClickThrough Proces®Auth Solution Jor Third-Party DR Provider
AuthorizationPage Desktop

M Share My Data

DRP Company request data access and actions as follows:

Logged in == sxample-customer | Contact Us

Powered By O

Name: example customer Email: example@pgel.com

Quickly authorize access to your data and allow necessary changes to your services as described in the details below.

Basic Information

Includes name and service address

Program Enrollment

Includes PG&E DR program
name/status and CAISO information

Shared Accounts and Service |1Ds

Select all Service IDs for all Accounts

Billing Information

Includes billing recards, billing history,

billing and meter read dates, rate
schedule, z2nd voltage class

Meter Reprogram

Electric meters being zuthorized may
need reprogramming to record energy
usage more precisely

Account Information

Includes account numberds), service
agreement number(s), and service
start date.

PDP Disenroll

Service agreements that you authorize
need to be disenrelled from the Peak
Day Pricing program [if applicable)

P PACIFIC GAS & ELECTRIC COMPANY - Account # - 77 Beale Account UUID -

Access duration: Indefinite

Includes data required by Rule 24, and up to 24 months of historical data prior to teday’s date
Note: You can revoke this authorization 2ny time.

Terms and Conditions: by submitting | agree to the Terms and Conditions.

Cancel

© Pacific Gas And Electric Company

Privacy»

Usage Information

ncludes Electric and/or Gas usage
data used for bill calculations, interval
usage, and interval time-of-use
indicators

SUBMIT
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PG&E Clickhrough Process OAuth Solution 3 for Thirdrty DR Provider
Authentication PageMobile Devices

Log In Share My Data

M | Username

& | Password

Forgot Username or Password

BEH M

ContactUs | Privacy
© Pacific Gas and Electric Company
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PG&E Clickhrough Process OAuth Solution 3 for Thirdrty DR Provider
Authentication Pageviobile Device Note: Privacy link cropped out

M Share My Data @~

DRP Company request data access and
actions as follows:

¢ Basic e Usage e Meter Reprogram

e Billing e Program e« PDP Disenroll
Enrollment

e Account

Select all Service IDs for all Accounts

PACIFIC GAS & ELECTRIC
COMPANY - Account # : 6762202003
- 77 Beale Account UUID:
3178515683

P Show data sharing and Service ID details

Access duration: Indefinite

Includes data required by Rule 24, and up to 24
months of historical data prior to today’s date.
Note: You can revoke this authorization any time.

Terms and Conditions: by submitting | agree to
the Terms and Conditions.

Cancel SUBMIT

© Pacific Gas And Electric Company
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PG&E Green Button or Share My Dédta Third-Party DR Provider
Cuwstomer Flow Starting @GE.com: Authentication Page

!! ! RESIDENTIAL BUSINESS

YOUR ACCOUNT

‘ EMERGENCIES ~ ‘ ‘ SAFETY | CONTACT PGEE  ENGLISH v

@ s

Q_ sEARCH

CUSTOMER SERVICE OUTAGES RATE PLANS SAVE ENERGY & MONEY SOLAR & VEHICLES IN YOUR COMMUNITY

SIGN IN

USERNAME Forgot Username >

Username

A Current Alerts

PASSWORD

Feedback

Forgot Passweord >
3 WILDFIRE SUPPORT
Password

[] Remember My Username

SIGN IN

‘ REGISTER H VISITOR ‘

PG&E Green Button or Share My Ddta Third-Party DR Provider
Customer Flow Starting at PGE.ca@xacount Page

m H RESIDENTIAL

BUSINESS @ HLEXAMPLE » | SIGN OUT

YOUR ACCOUNT

Hi, example Account: b 77 Boale [T

Your Account

CUSTOMER SERVICE OUTAGES RATE PLANS SAVE ENERGY & MONEY SOLAR & VEHICLES IN YOUR COMMUNITY

EDIT PROFILE & ALERTS

Usage, Rates & Savings

@ Bill Charges due 5/25

|z| Set your Bill Forecast Alert
View Current Bill [POF] »

Total Balance

$0.0

[} GoPaperless

Manage your portfo[io '!EE'I COST & USAGE TRENDS
and find ways to save S See your detailed usage and

costs over time.

DOWNLOAD USAGE
Download your usage datz to
=snalyze your energy use.

It's fast, easy and secure. Terms of Use > @ BUSINESS ENERGY CHECKUP

See your account summary, projected
bill, and energy-saving opportunities

1 Feedback

PAYMENT OPTIONS
) COMPARE BILLS

Compare your current energy
bill with previous bills.
BILL & PAYMENT HISTORY
View your past bills and payments.
FACILITY PROFILE
Get customized suggestions for
SERVICE REQUESTS your facility.

Moving or need pilot light service?

COMPARE RATES
Compare your rates and
options

WAYS TO SAVE

Programs & Tips to save maney.

SEE WAYS TO SAVE >

STREAM DATA

Stream your data to 2 device.

STREAM MY DATA >

SHARE USAGE DATA

Share your data with 3rd party.

SHARE MY DATA >

REBATES

Get rebates for your business.

BGET REBATES >
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PG&E Green Button or Share My Dédta Third-Party DR Provider
Customer Flow Starting at PGE.cdbmoose fvider Page

Return to Your Account | Logged in as axampla-customer | ContactUs | Sign Out

Share My Data T —
m y Y @i

Authorize Access to Your Data

You can authorize a company access to your data. Read the Terms & Conditions carefully before authorizing access to your data
Please note: PG&E has not conducted security reviews on the companies participating in this program

Add new autherization

Se 5
Fulse lechnalogies, Inc a
Pumpsight
QuEST, Inc.
Rain Bird d Electric Company
REC Solar vacy>

Reverse Current

RHA Inc

PG&E Green Button or Share My Ddta Third-Party DR Provider
Customer Flow Starting at PGE.cdkathorizationPage

stomer | ContzctUs | SignOut

Return to Your Account | Logged in as example

M Share My Data Pcwe!ed&'y@

DRP Company request data access and actions as follows:

Name: example customer Email: example@pgel.com

Quickly autherize access to your data and allow necessary changes to your services as described in the details below.

Basic Information Billing Information Account Information Usage Information

Includes name and service address Includes billing records, billing history, Includes account number(s), service Includes Electric and/cr Gas usage data
billing and meter read dates, rate agreement number(s), and service start used for bill calculations, interval usage,
schedule, and voltage class date. and interval time-of-use indicators

Program Enrollment Meter Reprogram PDPF Disenroll

Includes PG&E DR program name/status Electric meters being authorized may Service agreements that you authorize

and CAISO information need repregramming tc record energy need te be disenrolled from the Peak Day
usage more precisely Pricing pregram [if applicable)

Shared Accounts and Service IDs Q, Filter

Select all Service I1Ds for all Accounts

> PACIFIC 645 & ELECTRIC COMPANY - Account # - | I 77 &<t Account uuio: [N .

Access duration: Indefinite

Includes data required by Rule 24, and up to 24 menths of histerical data prier to today's date
Note: You can revoke this authorization any time.

Terms and Conditions: by submitting | agree tc the Terms and Conditions

Cancel SUBMIT

@ Pacific Gas And Electric Company

Privacy»
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APPENDIB
Examples of Green Button and Clidkrough Authorization Process@Sontinued)

B. SDG&E CLIAKIROUGH AUTRZATION PROCESS

SDG&E ClieKhroughProcesOAuth Solution 3 for ThirdParty DR Providers
Authentication PageMy Account Credential®esktop

' J
SD0%
A Ky mpra Energy usey

Authorize to receive my SDG&E Energy Usage Data
* Required fields

Verify with My Account Verify with Account Number

*My Account User I1D:

*Password:

Password is case sensative

= Forgot User ID or Password?
= Don't have My Account? Register Today

m

Privacy Policy Privacy Notice ~ About

SDG&E® and San Diego Gas & Electric® are registered trademarks of San Diego Gas & Electric Company.
® 1998-2018 San Diego Gas & Electric Company. The Trademarks used herein are the property of their respective owners. All rights reserved.

So%E

3 8) Sempra Energy uiasy”
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SDG&E Cliekhrough Proces®Auth Solution 3 for ThirdParty DR Providers
Authentication PageMy Acount CredentialsMobile Device
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